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Instructions for Candidates

1.

Write your Roll No. on the top immediately on receipt of this question paper.

2. Attempt all the questions.

3. All questions carry equal marks.

4. Answers may be written either in English or Hindi; but the same medium should
be used throughout the paper.
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(a) What are the different categories of cyber criminals? Explain the various
reasons for growing cyber crimes. 9)

(b) What is data security? Explain different methods of protection of computer
data. ' (6)
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(a) Write short notes on the following:
(1) Cyber Stalking
() Cyber space jurisdiction
(i) ICANN 9

(b) Define the term ‘intellectual property’. Discuss the various provisions relating
to copyrights. (6)
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2. (a) What are the advantages and disadvantages of using the internet? )]
(b) Define the following terms as defined under the IT Act, 2000.
(i) Computer network
(i) Private key and Public key.
(1) Certifying Authority (6)
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(a) "E-governance is SMART governance." Discuss the provision of information
Technology Act, 2000 which facilitate and promote e-governance. 9)

(b) Define the term ‘Digital signature’. Wha are the uses of digital signature. (6)
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3. (a) Distinguish between

(i) Digital signature and Electronic signature

(i) Trademarks and Domain name disputes )
(b) Explain the rules laid down in the IT Act regarding:

(1) Time of dispatch and receipt of electronic record and

(1) Place of dispatch and receipt of electronic record. (6)
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(a) What do you understand by the term 'Cyber Security? Explain in brief the
major security threats and solutions. 9

(b) What is domain name? How can the domain name disputes be resolved?
(6)
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4. (a) Briefly explain the provision of IT Act, 2000 relating to Digital Signature

Certificate. 9
(b) What do you mean by 'Cyber Terrorism' as under IT Act. (6)
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(a) How is a Controller of Certifying Authority appointed? Explain the power of
controller of Certifying Authority under the IT Act, 2000. )

(b) Briefly discuss the following:
(1) Tempering with Computer Source Documents

(i) Meaning and Punishment for publishing or transmitting obscene material
in electronic form. (6)
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5. (a) Describe the term "Subscriber". Explain the duties of a subscriber under the
IT Act, 2000. : %)

(b) What are the advantages of e-forms over paper forms for businesses? (6)
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(a) Explain the various provisions relating to cyber Appellate Tribunal (CAT)
under the IT Act, 2000 9)
(b) Explain the provision regarding 'Adjudication on contravention' under the IT
Act. 2000. (6)
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